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Introduction 
This year, we continued to hear about privacy breaches in the news across Canada. Again, 
most of the breaches that made headlines were concerning unauthorized access to personal 
health information by staff in health facilities. More frequent audits and staff training were the 
measures most often recommended by Commissioners to address this risk.  

In 2015–2016, the privacy program at CIHI continued to focus attention on these areas. We also 
developed a Privacy and Security Risk Management Program together with the Information 
Security team. This will enable us to more proactively identify privacy and security risks in the 
organization and audit where required. 

Section 1: Legal Context in Canada 
CIHI’s data providers supply CIHI with the data it needs to fulfill its mandate: to produce the 
accurate and timely information required to establish sound health policy and to effectively 
manage the Canadian health system. In order to facilitate the flow of information from data 
providers to CIHI, it is critical that CIHI’s data providers have clear lawful authority to disclose 
personal health information to CIHI, without an individual’s consent. 

When a jurisdiction enacts or amends health privacy legislation, CIHI makes a submission to  
the jurisdiction requesting that the new or amended legislation establish explicit lawful authority 
for disclosures of personal health information to CIHI without an individual’s consent. 

Since our 2014–2015 annual privacy report was published, the Northwest Territories’ Health 
Information Act came into force. Consistent with CIHI’s 2009 submission to the Territory, the 
Health Information Act and its Regulation refer to CIHI by name, and permit governmental 
organizations in the Territory to disclose personal health information to CIHI without consent. 

Also, in the context of New Brunswick’s review of its Personal Health Information Privacy and 
Access Act, CIHI made a March 2015 submission requesting that the province restore the 
legislation’s previous reference to CIHI by name as an authorized recipient of PHI without 
consent. Currently, custodians disclose PHI to CIHI without consent based on CIHI acting 
as a “research data centre.” 
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Section 2: Data-Sharing Agreements 
As a health system user of personal health information, CIHI enters into data-sharing 
agreements (DSAs) with data providers from across the country. DSAs facilitate the flow 
of data to CIHI and support CIHI’s mandate to provide the accurate and timely information 
required to establish sound health policy and effectively manage the Canadian health system.  

Since our 2014–2015 annual privacy report was published, CIHI ratified DSAs with the following 
data providers: 

• New Brunswick Health Council — for the collection of Canadian Patient Experiences 
Reporting System data. 

• Alberta First Nations Communities — An agreement was signed with one additional First 
Nations community to facilitate the flow of personal health information from the community 
to CIHI’s Home Care Reporting System (HCRS).  

• Manitoba Health, Healthy Living and Seniors — Data Sharing Agreement for the disclosure 
of personal health information, without patient consent, for health system use purposes to 
CIHI as a prescribed health research organization. 

CIHI is also currently negotiating a new DSA with the following data provider: 

• Northwest Territories — umbrella DSA to reflect the Territory’s new health-privacy legislation, 
and to replace the 2014 DSA. 

In addition to entering into DSAs with data providers, in some cases, CIHI may also enter into  
a DSA or other legally binding instrument with a data requestor. A DSA with a data requestor 
becomes necessary when a request is for a significant volume of record-level data and when 
the need for the data is ongoing and is generally related to a broader program of work (as 
opposed to a time-limited, project-specific research initiative). Since our 2014–2015 annual 
privacy report was published, CIHI has amended DSAs with the following data requestors: 

• Statistics Canada — DSA amended to add data from the Continuing Care Reporting System 
(CCRS), Home Care Reporting System (HCRS), Ontario Mental Health Reporting System 
(OMHRS), and Hospital Mental Health Database (HMHDB). 

• Institute for Clinical Evaluative Sciences (ICES) — DSA amended to add data from the 
Canadian Joint Replacement Registry (CJRR) data. 
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Section 3: Policy Review 
CIHI is committed to the ongoing review of its privacy policies, procedures and practices in order 
to determine whether any amendments are needed or any new privacy policies, procedures and 
practices are required. This review takes place annually; any proposed changes to CIHI’s privacy 
policies are brought to the Senior Management Committee for review and approval. In the case 
of material changes to CIHI’s Privacy Policy, 2010, approval from the Board of Directors is 
required. The Privacy Policy was first approved by the Board in February 2010.  

Following is a list of the policies reviewed during 2015–2016 and any action taken: 

• Privacy Policy on the Collection, Use, Disclosure and Retention of Personal Health 
Information and De-Identified Data, 2010 (Privacy Policy, 2010): No changes 

• The related Privacy Policy Procedures are reviewed on an ongoing basis and updated 
as necessary 

• Privacy Impact Assessment Policy: No changes 

• Privacy and Security Training Policy and related Procedures: No changes 

• Policy on the Security of Confidential Information and Use of Mobile Devices/Removable 
Media: No changes 

• Privacy and Security Incident Management Protocol: Amended to add a requirement for 
preservation of evidence in the case of a breach and to address when independent third-
party forensic experts are to be engaged. Definition of privacy breach clarified. 

Section 4: Privacy and Security Training  
and Awareness 
Privacy and security awareness forms part of CIHI’s mandatory privacy and security training. 
CIHI’s Privacy and Security Training Policy encompasses both privacy and security orientation 
for new employees and ongoing privacy and security training for current employees. In addition, 
it sets out the requirements for traceable, mandatory privacy and security training for all CIHI 
staff. Staff awareness is critically important to CIHI’s culture of privacy and security. 



A Year in Review:  CIHI's 2015–2016 Annual Privacy Report 

7 

Each September is Information Security Awareness Month at CIHI; this year, staff were 
introduced to the newly implemented Privacy and Security Risk Management (PSRM) Program, 
and the Information Security Team delivered a selection of key weekly articles on CIHiway and 
a Small Talk on September 15th, where staff learned how to secure their home network as well 
as how to avoid common online and phone scams. 

 

 

 

Every January is designated Privacy Awareness Month at CIHI. All CIHI staff successfully 
completed a new training module and renewed their Confidentiality Agreement. This year 
the training component focussed staff attention on managing risk in their daily work by 
understanding the policies, procedures and standards most applicable to their work, and 
leveraging the expertise of their extended team members (staff in the Privacy, Legal and 
Information Security areas) to achieve their business goals. 
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Privacy Resources 
Privacy and Legal Services makes available to staff a number of resources on privacy changes 
and trends within and outside of Canada. One such resource is a yearly compilation of health 
care related privacy breaches and investigations completed by Privacy Commissioners and 
Ombudsmen occurring across Canada involving inappropriate access, use, or disclosure of 
personal health information. This resource illustrates what can happen when proper controls 
(e.g., administrative, technical) are lacking or not followed. 

Privacy and Legal Services provided the Governance and Privacy Committee of the Board of 
Directors with a document titled Lessons Not Learned. It summarizes six privacy breaches, 
where five of the breaches involved unauthorized access to personal health information, and the 
other a stolen laptop. A more comprehensive summary of the document was provided to CIHI 
directors and managers, as a tool for keeping abreast of the latest privacy and security issues. 

Section 5: Privacy Impact Assessments  
CIHI has had in place since 2009 a Privacy Impact Assessment Policy as its governing 
document on the conduct of privacy impact assessments (PIAs). PIAs have been conducted for 
all CIHI databases containing either personal health information or health workforce personal 
information to assess privacy risks. They are renewed every five years at a minimum or in the 
following circumstances: 

a. When significant changes occur to functionality, purposes, data collection, uses, disclosures, 
relevant agreements or authorities for a program, initiative, process or system that need to 
be reflected in the PIA;  

b. When other changes occur that may potentially affect the privacy and security of those 
programs, initiatives, processes and systems; or 

c. When CIHI’s Chief Privacy Officer determines that an update of a PIA or a new PIA is 
required and recommends same.  

Privacy and Legal Services has created a Privacy Impact Assessment Log and Schedule to 
track and record the conduct of PIAs.  

For 2015–2016, the following PIAs are currently in progress or were completed: 

• Hospital Mental Health Database (renewal of 2011 PIA) 

• Data Quality Special Studies (renewal of 2011 PIA) 

• Canadian Joint Replacement Registry (renewal of 2010 PIA) 

• Canadian Organ Replacement Registry (renewal of 2010 PIA) 

• Conceptual PIA for Patient Reported Outcome Measures (PROMs) (new PIA) 
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Section 6: Privacy Audit Program 
CIHI’s Privacy Audit program ensures that ad-hoc and regular privacy audits are conducted 
within and outside the organization to monitor compliance with legislative and regulatory 
requirements, internal policies and procedures, and any other contractual obligations pertaining 
to privacy and security. The program is aligned with the requirements of the Information and 
Privacy Commissioner of Ontario and is consistent with best practices.  

The program is risk-based and includes a multi-year plan. It consists of three types of reviews: 
program area audits, topic audits and external data recipient audits.  

Program audits assess the program area’s compliance with CIHI’s privacy and security policies 
and privacy best practices. Topic audits may be narrower in scope than program area audits 
and focus on how a particular issue is managed across the organization. Program area audits 
and topic audits help CIHI identify any gaps or potential privacy and security vulnerabilities in its 
policies and practices.  

External data recipient audits evaluate the use and management of CIHI’s data and assess 
whether the recipient’s activities comply with requirements set out in CIHI’s Data Request  
Form and Non-Disclosure/Confidentiality Agreement.  

These audits demonstrate CIHI’s diligence in evaluating all aspects of its Privacy program, 
including the obligations of external data recipients. Collectively, these audits serve a 
tremendous and inherent remedial and risk mitigation function by making recommendations to 
address any identified issues. In addition, CIHI incorporates lessons learned that result from 
findings of audits to support its priorities and strategic direction by identifying privacy and 
security best practices and strengthening policies, procedures and practices that could 
more adequately protect the personal health information of Canadians. 

Program Audit: Identity Management Access Audit  
In 2013–2014, CIHI’s Central Client Services undertook to conduct an audit to assess 
compliance with its Identity Management System’s standard operating procedures for 
authorization and authentication to access CIHI’s secure e-reporting applications. The first 
stage of the audit was conducted in late 2014–2015 with the second stage taking place in  
2015–2016. Work is expected to be completed by the end of the current fiscal year, with a 
final report expected early in the new fiscal year. 
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Topic Audit: Release of Record-Level Data to External Third-
Parties Not Flagged for Data Destruction 
An audit of record-level third-party data requests was undertaken to ensure those with 
destruction requirements are appropriately flagged for follow-up by Privacy and Legal Services 
(PLS). This follow-up activity with external third-party data recipients is an ongoing activity by 
PLS in response to a privacy breach that occurred in 2009, where a recommendation was made 
“to adopt and implement a systematic life-cycle approach to data management that ensures the 
timely destruction of data”. 

External Data Recipient Audit 
No audits of external data recipients were conducted in 2015–2016. These are completed every 
other year. 

Section 7: Privacy Breaches 
There were no privacy breaches, as defined by CIHI’s Privacy and Security Incident 
Management Protocol. 

Conclusion 
The year 2015–2016 has been a busy year for the privacy program as we have continued to 
look at ways to enhance our programs, policies and training and awareness. 

As we bring this year to a close, we look forward to the implementation of CIHI’s new directions 
in 2016 with the implementation of the 2016–2021 strategic plan. 
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