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Executive Summary

This privacy impact assessment (PIA) examines the privacy, confidentiality and security
risks associated with the National Rehabilitation Reporting System (NRS).

The NRS collects information from Canadian hospitals on inpatient physical rehabilitation

patients to support decision-making and planning of inpatient rehabilitation services. The

NRS also provides national comparative reporting and identifies clinical and administrative
gaps in rehabilitation information.

The NRS reports on patients receiving inpatient rehabilitation for a range of conditions,
including orthopedic trauma or surgery, stroke and spinal cord dysfunction. The NRS records
patient impairments, activity limitations and/or participation restrictions in data elements,
including patient identifiers (never including names) and socio-demographic, administrative
and health characteristics. In addition, the NRS includes information on patient activities
and participation, measured using a proprietary tool called the FIM™ instrument,’ to assess
functional independence.

The NRS data and reports are provided to participating facilities, regional health authorities
and ministries of health. CIHI also provides data to researchers under controlled circumstances
and published reports for public consumption.

A review of the 10 privacy principles set out in the Canadian Standard Association’s Mode/
Code for the Protection of Personal Information as they apply to the NRS concludes that
the mitigation measures currently in place for any identified risks are such that CIHI and

its data providers are prepared to accept and manage any remaining risks.

i. The 18-item FIM™ instrument is the property of Uniform Data System for Medical Rehabilitation, a division
of UB Foundation Activities, Inc.
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1 Introduction

The Canadian Institute for Health Information (CIHI) collects and analyzes information on
health and health care in Canada. Its goal is to provide timely, accurate and comparable
information to inform health policies, support the effective delivery of health services and
raise awareness among Canadians of the factors that contribute to good health. CIHI obtains
data directly from organizations such as hospitals, regional health authorities and ministries
of health, including personal health information about recipients of health services, registration
and practice information about health professionals and health facility information.

Hospital-based inpatient rehabilitation is an important component in the continuum of health
services in Canada. Health professionals such as nurses, physiotherapists, occupational
therapists and physicians specializing in physical medicine and rehabilitation assist patients
in maximizing their physical and cognitive function through training and education, and
prepare them to return to the community following iliness or injury. The NRS was developed
to support data collection by hospitals for adult rehabilitation patients who receive these
inpatient services in hospitals.

Patients reported in the NRS include only those with a primary health condition that is physical
or cognitive in nature. The term “rehabilitation” in the context of NRS reporting does not include
rehabilitation services provided for a mental health condition or for drug or alcohol addiction.

CIHI works with participating hospitals to facilitate the submission of standardized data. This
ensures high-quality data to support decision-making and planning of inpatient rehabilitation
services, and provides for national comparative reporting for quality-improvement purposes.
At the same time, clinical and administrative gaps in rehabilitation information can be identified
and evaluated.

CIHI's Privacy and Legal Services, headed by the chief privacy officer and general counsel,
working with the NRS program manager, engages in appropriate risk management and
escalates any issues of concern to the Privacy, Confidentiality and Security team and/or
the senior management team, the members of which represent key positions throughout
the organization with experience in data management, privacy and security.

No privacy risks were identified in this assessment.

1.1 PIA Objectives and Scope

The purpose of this privacy impact assessment is to examine the privacy, confidentiality
and security risks associated with the NRS. It includes a review of the 10 privacy principles
set out in the Canadian Standards Association’s Mode/ Code of the Protection of Personal
Information as they apply to the NRS. This PIA also includes a summary of potential privacy
risks that have been identified, along with any measures put in place to avoid or mitigate
those risks.

CIHI 2009 1
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2 NRS Background and Context
2.1 Background

CIHI has been promoting health information standards for hospital-based inpatient rehabilitation
services since 1995, when the organization initiated a national pilot study to develop and
evaluate indicators, a minimum data set and a related case mix grouping methodology. The
CIHI pilot study, involving more than 2,000 adult rehabilitation patients, collected information
on the characteristics and effectiveness of rehabilitation services in six provinces.

Based on the positive results of the pilot, in 1998 the National Rehabilitation Advisory
Group (NRAG) recommended that this data set be used to develop a national reporting
system for inpatient rehabilitation services.

The NRS was first implemented as a national prototype reporting system for inpatient
rehabilitation services in April 2000. The development of the NRS was a component

of the Health Information Roadmap Initiative, a collaborative effort among CIHI, Statistics
Canada, Health Canada, provincial and territorial health departments and many others.

In February 2001, CIHI began producing NRS comparative reports for facilities, focusing
on key indicators such as the following:

e Average Admission/Discharge Function Scores;
e Average Length of Stay by Rehabilitation Client Group; and
e Average Days Waiting for Admission/Discharge to/From Rehabilitation.

In addition, since its inception, the NRS has added a new case mix grouping methodology
and includes indicators related to this methodology in its reports. As well, reports were
initially printed and couriered to all facilities, but with the advent of electronic reporting
at CIHI, NRS reports have been produced and made available to participating facilities
through a secure eReporting portal (described in Section 2.4).

2.2 Description of the NRS

The purpose of the NRS is to:

e (Collect, process and analyze data on adult inpatient rehabilitation services;

e Support management decision-making at the facility, regional and provincial/territorial levels;
o Facilitate provincial/territorial and national comparative reporting;

e Support analysis and research; and

e Support CIHI’'s mandate to provide Canadians with essential statistics and analyses
about their health and the health care system.

2 CIHI 2009
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2.3 The Current and Intended Scope of the NRS

The scope of the NRS can be described in terms of the following:

e The types of organizations that capture and submit data;

e The populations whose data are captured in the reporting system; and
e The nature of the information that is collected on those populations.

2.3.1 Types of Organizations

All facilities participating in the NRS provide hospital-based inpatient rehabilitation services.
These services may be provided in large, free-standing rehabilitation hospitals or within
rehabilitation units of larger acute care hospitals. Participant facilities in the NRS are self-
classified as either general or specialty facilities. This classification is specific to the NRS
and is intended to facilitate comparative reporting; it is not necessarily consistent with
facility classification methods used in various provinces or regions. According to the NRS
definitions, a general rehabilitation facility is a rehabilitation unit or collection of beds designated
for rehabilitation purposes that is part of a general hospital offering multiple levels or types
of care. A specialty rehabilitation facility is one that may provide more extensive and specialized
inpatient rehabilitation services and is commonly a free-standing facility or a specialized
unit within a hospital. The rehabilitation team at the facility decides which profile most
closely represents its rehabilitation program(s) and categorizes itself as general or specialty
when beginning submissions to the NRS.

2.3.2 Population Scope

The NRS is designed to accept data on all individuals age 13 and older who have been admitted
to the types of facilities described in 2.3.1. At this time, the NRS data set is primarily targeted
for adult patients (age 18 and older).

2.3.3 Nature of Information Collected

The NRS indicators and reports provide a source of information for defining and describing
functional outcomes for individuals who have received rehabilitation services. For greater
comparability, this information is grouped according to the nature of the iliness or injury. Patient
groups include those with impairments, activity limitations and/or participation restrictions
associated with various types of conditions, referred to as Rehabilitation Client Groups (RCGs):

e Stroke e Orthopedic Conditions

¢ Brain Dysfunction e Cardiac Conditions

¢ Neurological Conditions e Pulmonary Conditions

e Spinal Cord Dysfunction e Burns

e Amputation of Limb e Congenital Deformities

e Arthritis e Other Disabling Impairments
e Pain Syndromes e Major Multiple Trauma

e Developmental Disabilities e Debility

e Medically Complex

The two most commonly seen RCGs are orthopedic conditions and stroke. These two groups
represent approximately two-thirds of all records.
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Most patients admitted to facilities participating in the NRS (over 90%) are admitted from

acute care units at the same hospital or in another hospital. As of May 2009, there were over
467,000 records in the NRS database at CIHI, with over 220,000 complete sets of admission
and discharge records (that is, episodes of care) submitted by 113 hospitals in nine provinces.
No data is submitted currently from Quebec, the Northwest Territories, Nunavut or the Yukon.

Submission of inpatient rehabilitation data to the NRS is primarily voluntary in all provinces,
except Ontario. In October 2002, the Ontario Ministry of Health and Long-Term Care mandated
that all facilities with designated inpatient rehabilitation beds submit NRS data to CIHI for
all admissions to those beds. As a result, just under three-quarters of the hospitals currently
submitting data are from Ontario.

2.4 Architecture and Data Flows for the NRS

CIHI is a secondary data collector of inpatient rehabilitation information—the NRS relies on
the submission of data collected by organizations responsible for providing publicly funded
inpatient rehabilitation services in Canada, including provincial and territorial ministries of
health, regional health authorities and individual inpatient rehabilitation facilities. The data
submitted is, for the most part, required by the organizations themselves in order to do their
business: to plan, conduct and manage the delivery of inpatient rehabilitation services.

The NRS is a relational database. Data is stored in separate tables and linked through unique
identifiers. An overview diagram of the inputs and outputs of the NRS is included in Section 2.5.

CIHI has implemented a technical solution that supports data submission, data processing
and management, and reporting requirements. The NRS:

o Captures patient-specific data for individuals across inpatient rehabilitation programs
and episodes of care over time;

e Provides feedback to data providers on data quality and facilitates error corrections; and

o Generates data files and management and analytic reports for data providers and other
authorized stakeholders (for example, ministries of health, researchers).

Data is submitted electronically to CIHI through a secure web application. Data specifications
and other associated documentation, such as file layouts, are supplied to data providers
in electronic format.

All submissions to CIHI must conform to its submission and edit specifications. Vendors
that have developed data collection software for data providers must also be licensed with
CIHI in order to receive these specifications and must successfully submit test data to CIHI
prior to the submission of live data using their products. Privacy management for the vendors
who may have access to personal health information is the responsibility of the data provider,
in compliance with any applicable privacy laws in the respective jurisdiction.

Facilities submit NRS data directly to CIHI using vendor software. The data-flows into and
out of NRS are set out in the overview diagram in Section 2.5.
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CIHI provides participating NRS facilities with quarterly comparative reports that include
selected aggregate-level indicators and statistics regarding their own patients, as well as
aggregate peer information (for example, socio-demographic information, discharge destination,
length of stay and change in functional status by patient group). In 2009, the NRS quarterly
reports were upgraded to the new CIHI eReports standard. Business intelligence software
has improved the user experience in accessing reports and improving flexibility and peer
comparisons within a secure aggregate reporting environment.

2.5 NRS Overview Diagram
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2.6 Description of NRS Data

The NRS data set consists of data elements grouped into the following major categories:

e Patient Identifiers: These are data elements used to identify individual records. Patient
names are never collected for the NRS database.

e Socio-Demographics: Information such as full date of birth, sex, living arrangements
and vocational status are collected to provide valuable information on the types of
patients admitted to rehabilitation programs.

e Administrative: Data is collected on wait times for admission and discharge, service
interruptions and provider types in order to better understand accessibility to rehabilitation,
factors influencing length of stay and resource utilization.

o Health Characteristics: Diagnoses and related comorbidities at admission provide
information on conditions most often seen in a rehabilitation setting and conditions
that may affect a patient’s ability to progress in the rehabilitation program.

e Activities and Participation: This is the largest section of the data set and provides
clinical data on the motor and cognitive functional abilities of rehabilitation patients.
The data is collected using the 18-item FIM™ instrument, and six additional cognitive
data elements developed at CIHI. Together, these provide further information on the
cognitive abilities of rehabilitation patients.

Within the Activities and Participation category, the NRS data set contains clinical data

on functional status based on the 18-item FIM™ instrument. The FIM™ instrument is used
to measure outcomes of functional independence at admission and discharge, and optionally
on follow-up after discharge. It is composed of 18 items (13 motor items and 5 cognitive
items) that are rated on a seven-level scale representing gradations from independent (7)
to dependent (1) function, for an overall maximum score of 126 (18 items x 7). The

FIM™ instrument measures disability and looks at the caregiver burden associated with

the level of disability. The overall FIM™ instrument score can be broken down into motor
and cognitive subscales to provide further detail on identifying areas of functional loss.

In addition to the data collected using the FIM™ instrument, additional cognitive elements
and elements assessing instrumental activities of daily living and health status, socio-
demographic, administrative and health characteristics information are also collected for
each rehabilitation patient.

A full list of data elements included in the NRS can be found in Appendix 1.

2.7 NRS Data Accessible to Users External to CIHI

The NRS data is a key source of information for inpatient rehabilitation facilities, ministries,
researchers and the public. This information can be used for the following:

e Federal, provincial, territorial and regional accountability reporting of comparable health
indicators of access, outcomes and service utilization;

e Inpatient rehabilitation program, facility and system-level strategic and operational
management, benchmarking and quality improvement; and

e C(Clinical and policy research and analysis.
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Beyond returning NRS data to providers and their associated provincial ministries of health
in the form of key rehabilitation indicators in the NRS eReports, as well as record-level data
files of provider or provincial data, NRS data is disclosed in a number of circumstances. CIHI
provides the public with aggregate statistics and analysis based on NRS data. In addition,
CIHI discloses de-identified record-level data for approved research purposes, subject to CIHI
standard practices for avoiding residual disclosure and the requisite security mechanisms
outlined in CIHI’s third-party data request process. Personal health information is provided
only in very limited circumstances, such as with the consent of the rehabilitation patients
to whom the information relates.

All such disclosures of information are subject to applicable laws, CIHI’s privacy and
confidentiality policies and any agreements between CIHI and the jurisdictions to disclose
data. CIHI’s Privacy Policy" sets out its disclosure provisions. CIHI’s general approach is to
mask, aggregate and truncate information to a level that allows the recipients to conduct
required and authorized research or analysis while protecting the confidentiality of individuals.

2.8 NRS Data Accessible to Internal CIHI Users

Consistent with CIHI policy, internal CIHI users are only given access to NRS information
that is necessary for their jobs, that is, on a need-to-know basis, including data processing
and quality management; the production of statistics and data files; and conducting analyses.
All authorized users are made aware of their obligations and responsibilities for privacy
and confidentiality. All CIHI staff are required to sign a confidentiality agreement at the
commencement of employment and are subsequently required to renew their commitment
to privacy yearly.

At CIHI, sensitive data elements such as the health card number are encrypted before the
data set is used for analysis or report production. Health card numbers in an unencrypted
form are only available in submission files to IT Operations staff when performing client
support data-quality activities.

CIHI staff who are authorized to use NRS data have different levels of access to the data—
ordinary or special—depending on the nature of the work they are required to perform.
Ordinary access relates to access to de-identified NRS data sets. “De-identified” means
that the personal health information has been modified so that the identity of the individual
cannot be determined by a reasonably foreseeable method.

In some cases, a specific analysis may require CIHI analytical staff to have special, controlled
access granted on a limited basis to use data elements as submitted by the provider
organizations, including the unique patient identifier (for example, health card number).

In these cases, an exception process to access the restricted health card number is followed,
and includes approval by CIHI's Privacy, Confidentiality and Security team.

ii. Privacy and Confidentiality of Health Information at CIHI: Principles and Procedures for the Protection
of Health Information (November 2007) <http://secure.cihi.ca/cihiweb/en/downloads/
Privacy_and_Confidentiality_of_Health_Information_at_CIHI_EN.pdf>.

CIHI 2009 7
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2.9 Authorities Governing the NRS
2.9.1 General

CIHI adheres to its Principles and Policies for the Protection of Personal Health Information
(updated November 2007, 3rd edition) and to any applicable privacy legislation and/or agreements.

Legislation

All provinces and territories have public-sector privacy legislation in place. Canadian privacy
legislation includes provisions that authorize public bodies covered by the acts to disclose
person-identifiable data, without the consent of the individual, for statistical purposes.
Alberta, Saskatchewan, Manitoba and Ontario (legislation pending in Newfoundland and
Labrador and New Brunswick) also have health information—specific privacy legislation with
express lawful authority to use and disclose personal health information, without individual
consent, for purposes of management of the health system, including statistical analysis
and reporting. Examples of such provisions include:

e The Personal Health Information Protection Act (PHIPA) of Ontario, whereby custodians
can disclose personal health information to CIHI without patient consent pursuant to
section 29 as permitted by section 45(1). CIHI is recognized as a prescribed entity
under PHIPA:

Requirement for consent

S. 29. A health information custodian shall not collect, use or disclose personal health
information about an individual unless,

(a) it has the individual’s consent under this Act and the collection, use or disclosure,
as the case may be, to the best of the custodian’s knowledge, is necessary for a lawful
purpose; or

(b) the collection, use or disclosure, as the case may be, is permitted or required by this Act.

Disclosure for planning and management of health system

S. 45(1) A health information custodian may disclose to a prescribed entity personal
health information for the purpose of analysis or compiling statistical information with
respect to the management of, evaluation or monitoring of, the allocation of resources
to or planning for all or part of the health system, including the delivery of services,

if the entity meets the requirements under subsection (3).

e The Personal Health Information Act (to be proclaimed) of Newfoundland and Labrador
recognizes CIHI as a body to which a custodian may disclose personal health information
without the consent of the individual who is the subject of the information:

Disclosure for health related purposes

S. 39. (1) A custodian may disclose personal health information without the consent

of the individual who is the subject of the information

[...]

(h) to the Canadian Institute for Health Information or other entity prescribed in the
regulations for the purpose of compiling and analyzing statistical information to assist in
the management, evaluation and monitoring of the allocation of resources, health system
planning and delivery of health care services in accordance with the terms of an agreement
between the Canadian Institute for Health Information or other entity and the province;

[...]
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e The Personal Health Information Privacy and Access Act (to be proclaimed) of New
Brunswick also explicitly recognizes CIHI as a body to which a custodian may disclose
personal information relating to an individual without the consent of the individual:

Disclosure for health care programs or other programs

38(1) A custodian may disclose personal health information relating to an individual
without the consent of the individual if the disclosure is

[...]

(h) to the Canadian Institute for Health Information or other entity prescribed by regulation
for the purpose of compiling and analyzing statistical information to assist in the
management, evaluation and monitoring of the allocation of resources, health system
planning and delivery of health care services in accordance with the terms of an agreement
between the Canadian Institute for Health Information or other entity and the Province,
[...]

Furthermore, CIHI is recognized as an information manager under both the Health Information
Act of Alberta and the Personal Health Information Act of Manitoba.

Agreements
CIHI has in place the following types of agreements:

o Bilateral and data-sharing agreements between the provinces and territories and CIHI
in support of data collection, and any subsequent data sharing with authorized users.

e Data-sharing and other types of agreements negotiated between other data providers
and CIHI, which set out the purpose, use, disclosure and retention requirements, as well
as any subsequent data sharing that may be permitted.

2.9.2 NRS eServices User Agreement

CIHI requires an eServices user agreement with each participating facility in order to access
NRS reports, including comparative reports, as well as reports used by facilities to monitor
submissions and data quality. The agreement encompasses CIHI's and the facility’s
responsibilities in providing and managing user access to the reporting environment, and
ensuring the privacy and confidentiality of the information in the reports—including the facility’s
own data as well as data belonging to peer organizations. As well, the agreement details
limitations on the use of the data. Previously, this required the signature of three separate
agreements covering eNRS access, privacy and confidentiality, and peer sharing. As part
of the enhancement to the new eReporting environment in 2009, all NRS facilities are now
required to sign a new, comprehensive eServices agreement.

Only authorized and registered external users are able to access aggregate-level NRS reports
via CIHI's restricted web-based applications for NRS. These applications are accessed via
secure sessions encrypted according to industry standards. To become a registered user,
the chief executive officer (or designate) of an organization must sign an eServices agreement
that governs the use of the data and authorized individuals at the organization. This agreement
stipulates, among other privacy requirements, that users must not attempt to identify any
specific individual using the NRS information. User profiles are set up to limit access to

the statistics and reports required for the person’s job requirements. With each use of the
application, the user must agree to the online privacy, confidentiality and security statement.

CIHI 2009 9
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The eServices agreement limits NRS participant organizations’ rights to use and disclose
confidential information, including personal health information and facility-identifiable information,
obtained through CIHI eReports. Participating facilities are able to see chart numbers for
patients at their own facilities on submission reports, for the purposes of correcting submission
errors and resubmitting the data. No other personal health information is available in NRS
eReports. Specifically, participant organizations and their users are permitted to use such
data solely for internal, non-commercial, local/regional evidence-based decision-making,
planning and analytical purposes. Confidential information cannot be disclosed to any third
party, except as expressly permitted in the eServices agreement or as required by law.
Specifically, publication or disclosure outside of the participant organization is permitted
only where all reasonable attempts to prevent the identification of individuals are employed
and there are no cell sizes with fewer than five units of observation. Facility-identifiable
information cannot be released unless the written consent of each facility identified in the
information has been obtained prior to release. Participants assume responsibility for ensuring
that users of CIHI eReports within their organizations are aware of the terms and conditions
of the eServices agreement. All users must review and agree to the terms and conditions
outlined above each time they log in to the eReports system.

Participant organizations agree to immediately notify CIHI of any unauthorized access or use
or any other breach of confidentiality or security of which they become aware. In addition,
the eServices agreement sets out the following specific requirements and responsibilities
with respect to usernames and passwords:

e Each user must create a user profile (name, title and email address), username and
password on CIHI's website as instructed by CIHI.

e Participant organizations and their users are aware that usernames and passwords
are confidential and not to be shared.

e Participant organizations are fully responsible for all activities that occur under their
means of access.
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3 Privacy Analysis

3.1 Principle 1: Accountability for Personal Health Information

CIHI's president and chief executive officer is accountable for ensuring compliance with
CIHI’'s Privacy Policy. CIHI has a chief privacy officer, a corporate privacy, confidentiality
and security team, a privacy and data protection subcommittee of its board of directors
and an external chief privacy advisor.

The NRS participant organizations are subject to the requirements of data protection laws
in their respective jurisdictions and the independent oversight of privacy commissioners
or their equivalents.

3.2 Principle 2: Identifying Purposes for Personal

Health Information

CIHI has identified the purposes of the NRS. These have been recognized as being in the
public interest. The purposes of the NRS are clearly stated on the CIHI website and in the
NRS reports and bulletins, as well as in this privacy assessment. Facilities, ministries of health
and regional health authorities participate in the NRS only after establishing that it is in their
best interest, and the best interests of their inpatient rehabilitation patients, to do so.

3.3 Principle 3: Consent for the Collection, Use or Disclosure

of Personal Health Information

Data providers are responsible for meeting the statutory requirements in their respective
jurisdictions, where applicable, at the time the data is initially collected. CIHI is a secondary
user of personal health information, specifically for the planning and management of the
health system and for research purposes.

3.4 Principle 4: Limiting Collection of Personal
Health Information

All data elements collected in the NRS are required for established purposes. Individual names
(of patients and assessors) are stripped from the patient record at the source, and only
key personal identifiers required to support authorized data quality and statistical analysis
activities are submitted to CIHI, including health card number, full or partial postal code
of patient residence, chart number, full date of birth and sex.

CIHI 2009 11
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3.5 Principle 5: Limiting Use, Disclosure and Retention
of Personal Health Information
3.5.1 Limiting Use

CIHI uses NRS data only for analyses and reporting, consistent with the identified purposes
and CIHI’'s mandate and core functions. CIHI does not use personal health information for
purposes other than those for which it was collected, except with the consent of the individual
or as authorized or required by law. The uses of the NRS are in accordance with CIHI's
policies and procedures and are subject to confidentiality/non-disclosure service agreements
with NRS participating facilities, and any data-sharing agreements that CIHI may have with
the data providers’ provincial ministries of health.

Analysts within CIHI use information with identifiers (such as the health card number)
scrambled and/or encrypted. As outlined in Section 2.8, original, unencrypted health card
numbers as supplied by data providers are only used by IT Operations staff to perform
limited data quality activities and provide client support.

Where data linkage is required for analytical purposes, CIHI has policies and procedures in
place to review and authorize such linkages. In the NRS, data is linked using a meaningless
number assigned to a record instead of the health card number in order to prevent use of
the health card number. In addition, CIHI allows only authorized staff to access and use all
record-level NRS data on a need-to-know basis, that is, when required to perform their duties.

3.5.2 Reporting and Return of Own Data to Data Providers

Where required, and as allowed under CIHI’s Privacy Policy, CIHI provides data cuts (copies
of the record-level data) back to the facilities providing the data and their respective provincial
or territorial ministries of health upon request. Where authorized by law and the facility,
this information may also be provided to regional health authorities. Such data cuts contain
personal health information and are prepared, retained, released and/or archived securely
according to CIHI’s Privacy Policy.

The NRS provides submitting organizations, whether they are facilities, regional health
authorities or ministries of health, with reports on the outcome of their data submissions
(Submission Reports), including details of records that contain errors in order for these
organizations to investigate and, where necessary, correct and resubmit data.

CIHI creates and discloses statistics and indicators based on submitted NRS data, in the
form of electronic quarterly comparative reports (eNRS or eReports), to registered clients:
organizations that participate in the NRS, their respective regional health organizations
(where appropriate) and/or provincial or territorial ministries of health. These reports include
aggregate data on patient characteristics, clinical outcomes, service utilization and quality
indicators, and may include small cell sizes (that is, fewer than five units of observation).
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Each participating facility in eNRS (eReports) can access information that includes facility-
specific indicators and indicators comparing information across facilities. The comparative
information does not contain any person-identifying information, and is available online only
to authorized and registered users. As previously indicated in Section 2.9.2, participants
sign a service agreement that details the terms and conditions of usage of online service,
and registered users are trained in their obligations to maintain the privacy and security
of the information. Users are reminded of their security and privacy obligations through
on-screen acknowledgements.

3.5.3 Data Made Available to the Public

CIHI provides information to the public such as annual reports that contain statistics and
analysis based on NRS data. NRS information is also included in media releases. All NRS
information that is made public is in the form of aggregate, non-identifiable data, in accordance
with the CIHI Privacy Policy, and reviewed for residual disclosure.

3.5.4 Limiting Disclosure

CIHI makes aggregate-level statistics and analyses based on NRS data available to data
providers and ministries of health. CIHI’s general approach is to mask, aggregate and truncate
information to a level that allows the recipients to conduct research and analysis while
protecting the confidentiality of individuals. Where aggregate data is not sufficient for a
project’s purposes, on a case-by-case basis and as detailed in CIHI’s Privacy Policy, CIHI
may disclose to external third-party requestors de-identified record-level data relevant to
their purposes. Personal health information may be disclosed only where the consent of the
individuals concerned has been obtained or where the disclosure is authorized or required
by law, and where the recipient has entered into a confidentiality/non-disclosure agreement
with CIHI.

3.5.5 Third-Party Data Requests

CIHI receives third-party data requests, primarily from researchers, for data to support research
and analysis. Disclosures are made at the highest degree of anonymity possible to achieve
the purpose of the request. Whenever possible, data is aggregated. Where aggregate data
is not sufficiently detailed for the identified purpose, only the data elements required for
the specified purpose are provided. Identifiers are removed, and data elements that would
lead to possible re-identification are truncated or rolled up to broader categories. For example,
while CIHI has the full postal code for patient residence, the lowest level of geography CIHI
might release in a third-party record-level request, with sufficient justification, is the first
three characters of the postal code (the Forward Sortation Area). Similarly, age (in single
years or groups) or age categories would be provided rather than full date of birth. Personal
health card numbers are not disclosed.

Personal health information will not be disclosed unless:
e Disclosure is required or authorized by law; or

o External data recipients have obtained the consent of the individuals concerned and
have signed non-disclosure/confidentiality agreements.
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Third-party data requests must be made using CIHI’s two-part Client Information Request
Form. It requires information on the proposed analyses, the individuals involved and the
data being requested. The form is reviewed by CIHI in accordance with its Privacy Policy
and, if approved, requestors must then complete a confidentiality/non-disclosure agreement
that details the limits for the use of the data and binds the researcher to protect the information
properly, to respect the sensitivity and confidentiality of the data, not to attempt to re-identify
anyone in the data set and to destroy the data in a timely way in accordance with the
agreement. It also requires the requestor to allow CIHI to audit compliance with the terms
of the agreement.

3.5.6 Retention of NRS Information

CIHI retains personal health information in the NRS, in electronic format, permanently
for long-term analysis and reporting. The ongoing retention of data is intended to provide
historical trend analyses and to support future publications arising from the use of the data.

3.6 Principle 6: Accuracy of Personal Health Information

CIHI has a comprehensive data-quality program. Any known data-quality issues are addressed
by the data provider or documented in data-limitations documentation, which is made
available to users upon request. Along with other internal initiatives, CIHI conducts a series
of edit checks on NRS data submitted to CIHI. The purpose is to identify duplicate records,
missing records, invalid data (that is, data that does not conform to the edit specifications)
and inconsistencies such as impossible combinations of data elements. Such records are
rejected, and CIHI requires the submitting organization to revise the data and resubmit it.
To facilitate this process, facilities receive detailed submission reports that identify all errors
at the record level and the reason for the error. These reports are available online through
a restricted web-based application available only to authorized and registered users.

On an annual basis, NRS data is subjected to a rigorous quality evaluation through the
application of the 58 criteria of the CIHI Data Quality Framework. This process results

in detailed information regarding data quality, assisting data users in assessing the data’s
fitness for use and allowing CIHI to identify areas for continuous data-quality improvement.
CIHI produces an annual NRS data-quality report for deputy ministers of health.

3.7 Principle 7: Safeguards for Personal Health Information

CIHI has established physical, technical and administrative security practices to ensure

the confidentiality and security of its data holdings. For example, CIHI conducts an annual
vulnerability assessment and penetration testing of select information systems (ethical hack).
The intent of the assessment is to gather information on the selected systems and applications
and then examine this information for weaknesses that could ultimately be used to compromise
the underlying system, and hence personal health information.
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Physical, technological and administrative safeguards are in place to protect the NRS data
during transmission, to store it securely and to limit access to authorized staff at CIHI. Data
is transmitted to CIHI from participating organizations/data providers in an encrypted and
secure format using the electronic Data Submission Service (eDSS) web application. eDSS
uses a secure, 128-bit encrypted SSL (Secure Sockets Layer) session between CIHI and
data providers for the purpose of data transfer. This level of encryption is considered industry
standard and is used for most internet banking and e-commerce applications. The encrypted
file transmission from eDSS is received on a file transfer protocol (FTP) server on a segregated
section of the CIHI network and moved promptly into the protected area, where it is decrypted.
The protected area has additional firewalls and is not linked to externally facing servers.

In addition to this system, CIHI currently accepts data from the Winnipeg Regional Health
Authority to be transmitted through the Manitoba Ministry of Health, at their request. Manitoba
Health completes a number of checks, including encryption of the health card number and
then submits the data to CIHI via an encrypted, password-protected CD. Upon receipt,
CIHI IT Operations staff then load the data into CIHI's secure data-submission system.

The technical infrastructure developed to run NRS functions ensures that appropriate access
restrictions are in place to limit access to authorized users. CIHI policies and procedures,
together with physical security measures, also limit uses to authorized personnel for authorized
purposes only.

NRS reports reside and are accessed on CIHI's secure extranet architecture and are delivered
to authorized external users via encrypted sessions using 128-bit SSL technology. Reports
are refreshed each quarter. The software developed to support these NRS functions further
ensures that appropriate access restrictions are in place (through CIHI Client Services) to limit
access and use of the NRS to authorized users for authorized purposes only. Participant
facilities must sign a service agreement to govern the use of the data, which stipulates that
the information will not be used to identify any individual. Access codes and user profiles
are set up to limit access to the statistics and reports required for the job requirements of
authorized users at participating facilities. With each use of the application, the user must
agree to the online privacy, confidentiality and security statement.

3.8 Principle 8: Openness About the Management
of Personal Health Information

CIHI makes information available about its Privacy Policy, data practices and programs relating
to the management of personal health information on its corporate website (www.cihi.ca).
Information about NRS data is set out in this document and is available on CIHI's website,
as well as from NRS program area staff.
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3.9 Principle 9: Individual Access to, and Amendment of,

Personal Health Information

Individuals requesting access to their own inpatient rehabilitation information are referred
to the organization that provided the data, since the data held at CIHI does not contain
sufficient personal identifiers (such as name or address) to accurately identify an individual.
Following the access request, the individual may ask the data provider to amend incorrect
data. The data provider can then send any updated information to CIHI as part of its normal
NRS processing procedures.

3.10 Principle 10: Complaints About CIHI's Handling

of Personal Health Information

As set out in CIHI's Principles and Policies for the Protection of Personal Health Information
(November 2007, 3rd edition), complaints about CIHI’s handling of personal health information
are investigated by the chief privacy officer. If an individual does not believe that his or her
challenge has been satisfactorily resolved, he or she may appeal to CIHI's external chief
privacy advisor, who will report his findings to CIHI’s president and chief executive officer.

If a complaint is found to be justified, CIHI takes appropriate corrective measures.

4 Conclusion

This PIA summarizes CIHI’s assessment of the privacy implications of the NRS. No privacy
risks were identified in this assessment.
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Appendix 1—Listing of NRS Data Elements
By Type of Assessment

The data elements contained in the NRS were recommended by the CIHI National Rehabilitation
Advisory Group in September 1998 and the National Rehabilitation Expert Working Group
(October 1999) to support priority indicators for national reporting of inpatient rehabilitation
services. Recommended mandatory and optional data elements are also identified by admission,
discharge and follow-up record. The “X” represents the data-collection point and “(X)”
indicates the option to modify (revise or add) data. The data elements with an (X) are
repeated on the corresponding assessment forms.

Number and Narms Admission | Discharge | (0 50 8

Facility Identifiers
Mandatory 1A. Facility number or code

1B.  Facility type (general, specialty) Submit to CIHI prior

1C.  Facility size (# approved beds) to start of data collection.

1D. Facility size (# operating beds)
Client Identifiers
Mandatory | 2. Assessment type X X X
Optional 3. Program type (facility defined) X
Mandatory | 4. Chart number to record on all forms X X X

for tracking
Mandatory | 5. Health card number X
Mandatory | 6. Province/territory issuing health X
card number

Socio-Demographic Data
Mandatory | 7. Sex X
Mandatory | 8. Birthdate X
Mandatory | 9. Estimated birthdate X
Mandatory | 10. Primary language X
Mandatory | 11A. Country of residence X
Mandatory | 11B. Postal code of residence X
Mandatory | 11C. Province/territory of residence X
Mandatory | 12. Pre-hospital living arrangements X
Mandatory | 13. Post-discharge living arrangements X
Mandatory | 14. Pre-hospital living setting X
Mandatory | 15. Post-discharge living setting X
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Data Element
Number and Name

Follow-Up

Admission (Optional)

Discharge

Mandatory | 16. Informal support received X X

Mandatory | 17. Pre-hospital vocational status X

Mandatory | 18. Post-discharge vocational status X

Mandatory | 87. Aboriginal status X

Administrative Data

Mandatory | 19A. Admission class X (X)

Mandatory | 19B. Readmission within 1 month X

Mandatory | 19C. Readmission planned or unplanned X

Mandatory | 20A. Date ready for admission known X

Mandatory | 20B. Date ready for admission X

Mandatory | 21. Admission date X

Mandatory | 22. Referral source X

Mandatory | 23A. Referral source province/territory X

Mandatory | 23B. Referral source facility number X

Mandatory | 24. Responsibility for payment X (X)

Mandatory | 25A. Service interruption start date X

Mandatory | 25B. Service interruption return date X

Mandatory | 84. Service interruption reason X

Mandatory | 25D. Service interruption transfer status X

Mandatory | 28A. Provider type(s) X

Optional 28B. Provider type ID number X

Mandatory | 29. Date ready for discharge X

Mandatory | 30. Discharge date *if 19A = 4 X* X

Mandatory | 31. Reason for discharge X

Mandatory | 32. Referred to X

Mandatory | 33A. Referred to province/territory X

Mandatory | 33B. Referred to facility number X

Health Characteristics

Mandatory | 34. Rehabilitation Client Group (RCG) X (X)

Mandatory | 38. ASIA impairment (traumatic spinal X

cord only)

Mandatory | 39. Date of onset

Optional 40A. Height X X
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Data Element .. . Follow-Up
Number and Name Admission Discharge (Optional)
Optional 40B. Weight X X
Mandatory | 80. Most responsible health condition X (X)
ICD-10-CA
Mandatory | 81. Pre-admit comorbid health condition X
ICD-10-CA
Mandatory | 82. Post-admit comorbid health condition X
ICD-10-CA
Mandatory | 83. Transfer or death health condition _— X
ICD-10-CA *if 19A = 4
Mandatory | 84. Service interruption reason X
ICD-10-CA
Mandatory | 86. Pre-admit comorbid procedure X
or intervention CCI
Activities and Participation
Mandatory | 41. Eating—FIM™ instrument
Mandatory | 42. Grooming—FIM™ instrument X X X
Mandatory | 43. Bathing—FIM™ instrument X X
Mandatory | 44. Dressing—upper body—
. X X X
FIM™ instrument
Mandatory | 45. Dressing—Ilower body—
. X X X
FIM™ instrument
Mandatory | 46. Toileting—FIM™ instrument X X X
Mandatory | 47. Bladder management—
. X X X
FIM™ instrument
Mandatory | 48. Bowel management—
. X X X
FIM™ instrument
Mandatory | 49. Transfers: bed, chair, wheelchair—
. X X X
FIM™ instrument
Mandatory | 50.  Transfers: toilet—FIM™ instrument X X X
Mandatory | 51. Transfers: tub or shower—
. X X X
FIM™ instrument
Mandatory | 52. Locomotion: walk/wheelchair—
. X X X
FIM™ instrument
Mandatory | 563. Locomotion: stairs—FIM™ instrument X X X
Mandatory | 54. Comprehension—FIM™ instrument X X X
Mandatory | 55. Expression—FIM™ instrument X X X
Mandatory | 56.  Social interaction—FIM™ instrument X X X
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Number and Name Admission | Discharge | (000" E
Mandatory | 57. Problem solving—FIM™ instrument X X X
Mandatory | 58. Memory—FIM™ instrument X X X
Mandatory | 59. Impact of pain X X X
Optional 60. Meal preparation X X X
Optional 61. Light housework X X X
Optional 62. Heavy housework X X X
Mandatory | 64. Communicatio.n— X X X
verbal expression
Mandatory | 65. Co'mmunicating.— X X X
written expression
Mandatory | 66. Communication— . X X X
auditory comprehension
Mandatory | 67. Com.prehension— . X X X
reading comprehension
Mandatory | 68. Financial management X X X
Mandatory | 69. Orientation X X X
Mandatory | 70. General health status X X X
Mandatory | 79. Glasses/hearing aid flag X X X
Follow-Up Assessment (Optional)
(If follow-up assessment is completed, the following data elements are included. There are
mandatory and optional items if this assessment is completed.)
Mandatory | 72. Follow-up assessment date X
Mandatory [ 73A. Hospitalizations since discharge X
Mandatory | 73B. Days in hospital X
Mandatory | 74. Respondent type X
Mandatory | 76.  Follow-up living arrangements X
Mandatory | 77. Follow-up living setting X
Mandatory | 16. Informal support X
Optional 78. Follow-up vocational status X
Mandatory | 41.-58. FIM™ instrument (18 items) X
Mandatory | 59. Impact of pain X
Optional 60. Meal preparation X
Optional 61. Light housework X
Optional 62. Heavy housework X
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Data Element Follow-Up

Admission Discharge

Number and Name (Optional)

Mandatory | 64. Communication— X
verbal expression

Mandatory | 65. Communicating— X
written expression

Mandatory | 66. Communication— X
auditory comprehension

Mandatory | 67. Comprehension— X
reading comprehension

Mandatory | 68. Financial management X

Mandatory | 69. Orientation X

Mandatory | 70. General health status X

Mandatory | 75. Reintegration to normal living X

Mandatory | 85. Health condition reason for X
hospitalization ICD-10-CA
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Appendix 2—

Glossary of Terms

Term | Definition

aggregate data

Data that has been compiled from record-level data to a level of
aggregation that ensures that the identity of individuals cannot be
determined by reasonably foreseeable methods.

Case Mix Group (CMG)

A categorization of patients into statistically and clinically homogeneous
groups based on the collection of clinical and administrative data.

Comparative Reports

Reports provided to participating NRS facilities on a quarterly basis.
The reports include a set of indicators, based on the NRS data submitted
up to and including the most recent quarter.

de-identified data

Personal health information that has been modified to the fullest extent
possible using appropriate methodologies, so that the identity of the
individual cannot be determined by a reasonably foreseeable method.

electronic Data
Submission Service
(eDSS) web application

Secure, 128-bit encrypted SSL (Secure Sockets Layer) session between
CIHI and data providers used by CIHI for the purpose of data submission
to CIHI databases, including NRS.

FIM™ instrument

The FIM™ instrument measures disability and looks at the caregiver
burden associated with the level of disability.

general rehabilitation
facility

A rehabilitation unit or collection of beds designated for rehabilitation
purposes that is part of a general hospital offering multiple levels or types
of care.

means of access

Collectively, any username(s), password(s) and/or access code(s) issued
by CIHI.

mitigation measures

Means of reducing the possibility of privacy breaches.

personal health
information

Health information about an individual that identifies the individual or may
be used or manipulated by a reasonably foreseeable method to identify
the individual, or may be linked by a reasonably foreseeable method

to other information that identifies the individual.

Personal health information does not include provider information or
health facility information as defined in CIHI's Policy on Health Facility
Identifiable Information.

prescribed entity

For purposes of the Ontario Personal Health Information Protection Act,
an organization prescribed by the regulations made under this act to which
personal health information may be disclosed for the purpose of analysis
or compiling statistical information with respect to the management of,
evaluation or monitoring of, the allocation of resources to or planning
for all or part of the health system, including the delivery of services.

privacy impact

A tool used to assess the possible privacy-related consequences of

assessment systems and practices for the collection, use and disclosure of personal
information, including personal health information.
privacy risk An undesirable event with the potential to compromise privacy or breach

data confidentiality.
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Term | Definition

production database The database into which CIHI places raw data files received from data
providers. A series of edits is applied to the data prior to acceptance
into the production database to ensure that the data complies with CIHI
data collection standards.

record-level data Data in which each record is related to a single individual or organization
(also referred to as micro-data).

residual disclosure The combination of released information with other available information
that reveals previously unknown information about an individual.

residual risk The remaining risk after the mitigation measures have been applied
to the identified privacy risks.

specialty rehabilitation | A specialty rehabilitation facility is one that may provide extensive and
facility specialized inpatient rehabilitation services and is commonly a free-standing
facility or a specialized unit within a hospital.
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